[MporpammHas
NHXeHepUs

CemuHap N23

BHewHun nepnmeTp. CepBuchl

OcHoBbl knbepbeszonacHoOCTH
benascknn .A.




CeMuHap 8

Mposepka poctynHoctu (ICMP)

# ping hse.ru
PING hse.ru (178.248.234.104) 56(84) bytes of data.

64 bytes from 178.248.234.104: icmp seqg=1 ttl=59 time=7.
64 bytes from 178.248.234.104: icmp seqg=2 ttl=59 time=7.
64 bytes from 178.248.234.104: icmp seqg=3 ttl=59 time=7.
64 bytes from 178.248.234.104: icmp seqg=4 ttl=59 time=7.
64 bytes from 178.248.234.104: icmp seqg=5 ttl=59 time=7.
64 bytes from 178.248.234.104: icmp seqg=6 ttl=59 time=7.
64 bytes from 178.248.234.104: icmp seqg=7 ttl=59 time=7.
64 bytes from 178.248.234.104: icmp seqg=8 ttl=59 time=7.

~C

--- hse.ru ping statistics ---

8 packets transmitted, 8 received, % packet loss, time
rtt min/avg/max/mdev = 7.350/7.443/7.707/0.107 ms

ping -t 178.248.234.104
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Mposepka mapwpyTta ao uenesoro cepsuca (ICMP)

tracert tracert bmstu.ru

traceroute Linux traceroute —n 89.175.46.249

# traceroute bmstu.ru
traceroute to bmstu.ru (195.19.34.250), 30 hops max, 60 byte packets

1***

2 178.170.222.224 (178.170.222.224) 8.145 ms 8.132 ms 8.122 ms

3 m9.msk-ix.cloud.yandex.ru (195.208.209.51) 8.119 ms 178.170.222.224 (178.170.222.224) 8.100 ms m9.msk-
ix.cloud.yandex.ru (195.208.209.51) 8.096 ms

4 m9-cr04-be39.1030.msk.mts-internet.net (212.188.45.240) 8.440 ms aslb5377.ix.dataix.eu (178.18.226.226) 16.688 ms
runnet.msk.piter-ix.net (185.0.12.202) 8.060 ms

5 * al97-cr08-eth-trunk7.msk.mts-internet.net (195.34.53.202) 8.958 ms 8.895 ms

6 391.ae0.gwb.tvll.msk.niks.su (194.190.254.106) 11.419 ms al97-cr02-be2.msk.mts-internet.net (212.188.42.121) 8.704
ms 391.ae0.gwb5.tvll.msk.niks.su (194.190.254.106) 9.907 ms

7 h250.net34.bmstu.ru (195.19.34.250) 9.269 ms !X 9.424 ms !X etlll.rl.tvll.msk.niks.su (194.85.42.67) 16.498 ms
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Mpoeepka nomena (DNS)

nslookup hse.ru

Nslookup nslookup
nslookup miem.hse.ru

dig hse.ru
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Mposepka cepeucos (Bpems, NTP)

timedatectl

timedate.cpl

Date and Time
Date and Tme  Additional Clocks  Internet Time

# timedatectl -
Local time: Tue 2026-04-07 09:42:29 UTC 4 -
Universal time: Tue 2026-04-07 09:42:29 UTC g} T
RTC time: Tue 2026-04-07 09:42:29 \ jy QEM
Time zone: Etc/UTC (UTC, +0000) y
System clock synchronized: yes
NTP service: active
RTC in local TZ: no

‘y Change date and time...

Time zone
(UTC+03:00) Moscow, St. Petersburg

Change time zone...

There are no upcoming Daylight Saving Time changes.
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MNMposepka cepeucos (ckaHuposaHue)

# nmap cs.hse.ru

Starting Nmap 7.94SVN ( hi
Nmap scan report for cs.h:
Host is up (0.0074s latenc
Not shown: 998 filtered t
PORT STATE SERVICE
80/tcp open http
443/tcp open https

root@ubuntu-02:/home/dmitry# nmap -sV git.cs.hse.ru

Starting Nmap 7.94SVN ( https://nmap.org ) at 2026-04-07 09:49 UTC
Nmap scan report for git.cs.hse.ru (158.160.178.164)

Host is up (0.00054s latency) .

Not shown: 996 filtered tcp ports (no-response)

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 9.6pl Ubuntu 3ubuntul3.l4 (Ubuntu Linux; protocol 2.0)
80/tcp open http nginx

443/tcp open ssl/http nginx

5050/tcp open ssl/http nginx

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux kernel

Nmap done: 1 IP address (

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 16.96 seconds
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MNMpoeepka pomeHa (nomckosbie cUCTEMbI

0 site:hse.ru

web alic mages video

1Study
istudy.hse.ru
KoHTakTsl YCnoBus MCNons308aHmMa Matepuana NonnTnka KoHbUASHUMANBHOCTI.

olymp.hse.ru/projects/region
olymp.hse.ru » projects/region
The site owner hides the web page description.

B nouckosyto dppasy nobasnsem: site:hse.ru HIY BLL | Kypcs! no ebi60py

smartway.hse.ru
Yeamaemble cTygeHTe! Bropan BonHa 3anvcw Ha MalHop 3asepwwnace. Ecnm eel He
eniSpann maiHop, oo 01 man el GygeTe pacnpenenedsl CNyHaiHbIM...

TYT MOXET ObITb It0H60ON
o myolymp.hse.ru
,EI,perM ,EI,OMEH http://myolymp.hse.ru

The site owner hides the web page description.

Haeuratop npodeccuin M1 HaBbIKOB
navigator.hse.ru
BLW3 INorotun.

MneHym BepxoBHOro cyaa
reshebnik.hse.ru » file/fb7978cb-e5bc-4b73-b3e6-...
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Mposepka aomeHa («apXuBbI» AOMEHOB)

dnsdumpster.com 2359.hse.ru 89.175.4 8359 MTS, RU

6.224 89.175.0.@ Russia
/16

178.248. 51115 HLL-AS, RU unknown server
234.104 178.248.23 Russia Modernizr
4.0/23 jQuery:1.12.4
OWL Carousel
jQuery UI
QRATOR
vision
.hse.ru
jQuery:1.12.4
Modernizr
jQuery UI
OWL Carousel

178.248. 51115 HLL-AS, RU unknown server
234.104  178.248.23 Russia Modernizr
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Mposepka cepBucoB (OHNaWH-UHCTPYMEHTDI)

LleHTp MoHUTOpUHra M
yrnpaBfieHus CeTbiO CBSA3U
obLiero nosb3oBaHuUs

NMpoBepKa pecypcoB

(Mx] (DNs) (WHOIS | (HTTP

DNS: hse.ru

Tun 1P
A 178.248.234104

https://portal.noc.gov.ru/ru/lookup/



https://portal.noc.gov.ru/ru/lookup/
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Mposepka cepBucoB (OHNaWH-UHCTPYMEHTDI)

— ™
"( ) TOOLBOX® M) roousox:

Network Tools

All Tools Email MNetwork Website DNS
@] mx DNS Lookup for MX records
A smtp Test mail server SMTP (25)

thOOIbOX.COm E dns Check your DNS Servers

[@ dmarc DMARC Lookup

o blacklist

Pricing Tools Delivery Center

Delivery Center

Check IP or host
DNS reverse lookup
Sender Policy Framework

DNS Lookup for IPvG

Monitoring  Products  Blog  Support Login

@a

@ whois

All Tools

DNS Lookup for IP address

Domain lookup

Domain Keys Identified Malil

DNS Lookup Service Record
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Mposepka cepeucos (IP agpeca u MmappyTtusauus)

HURRICANE ELECTRIC
HURRICANE ELECTRIC INTERNET SERVICES

INTERNET SERVICES
AS8359 MTS PJSC

AS Info] [Graph v4| [Graph v6| [Prefixes v4| [Prefixes v6| [Peers v4] [Peers v6| [Whois| [RDAP] [IRR]
Traceroute

BGP Toolkit Home

BGP Prefix Report

AS8359 |IPv4 Route Propagation
BGP Peer Report
Super Traceroute

Super Looking Glass
Cert Search
Exchange Report
Bogon Routes
World Report

Multi Origin Routes
DNS Report

Top Host Report
RPKI & ASPA Report

Internet Statistics
https://bgp.he.net/ Looking Glass
Network Tools App
IPv6 Certification
IPv6 Progress
Contribute Data
Credits
Contact Us
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https://bgp.he.net/

OcHosbl kbepbesonacHOCTH

CeMuHap 8

Mposepka cepeucos (email)

Microsoft Remote Connectivity Analyzer

@ Get expert guidance for seamless deployment and onboarding with FastTrack. Explore our capabilities here.

-~ Connectivity Tests
B2 Exchange Online
B2 Exchange Server
S Microsoft Teams
(8) Skype for Business
) Copilot

~ Other Tools
1 Message Analyzer
A Network Test

B) SfB Server Diagnostic

testconnectivity.microsoft.com

‘ £ Search

DMNSSEC and DANE
Validation Test

This test will validate your domain's DNSSEC
and DANE configurations using the same DNS
resolvers that Exchange Online uses for
outbound mail flow.

Synchronization,
Notification, Availability, and
Automatic Replies

These tests walk through many basic Exchange
‘Web Services tasks to confirm they're working,
This is useful for IT administrators who want to
troubleshoot external access using Entourage
EWS or other Web Services chents.

E Inbound SMTP Email

This test walks through the steps an Internet
email server uses to send inbound SMTP email
to your domain.

Exchange Online Custom
Domains DNS Connectivity
Test

This test will check the external domain name
settings for your verified domain in Microsoft
365. The test will look for issues with mail
delivery such as not receiving incoming email
from the Internet and Qutlook client
connectivity issues that involve connecting to
Outlook and Exchange Online.

Service Account Access
(Developers)

This test verifies a service account's ability to
access a specified mailbox, create and delete
items in it, and access it via Exchange
Impersonation, This test is primarily used by
application developers to test the ability to
access mailboxes with alternate credentials.

E Outbound SMTP Email

This test checks your outbound |P address for
certain requirements. This includes Reverse
DS, Sender ID, and REL checks.

© 2026 Microsoft | Version 4.3.2 I Feedback I Privacy and cookies I Consumer Health Privacy | Terms of Use

@ Exchange ActiveSync

This test simulates the steps a mobile device
uses to connect to an Exchange server using
Exchange ActiveSync,

@ Qutlook Connectivity

This test walks through the steps Qutlook uses
to connect from the internet. It tests
connectivity using both the RPC over HTTP and
the MAP| over HTTP protocols,

| :-'nll POP Email
=)

This test walks through the steps an email client
uses to connect to a mailbox using POP3,



https://testconnectivity.microsoft.com/
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